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Manually Setting Up Password Protected Directories

 This example shows how to password protect a directory and only allow access to a user named 'pumpkin'
and to set/require a password for pumpkin. 
 Using SSH: 
 If your home directory is your login, create a file named .htaccess in your web directory that contains the
following: 
 AuthUserFile /home/yourlogin/.htpasswd AuthGroupFile /dev/null AuthName ByPassword AuthType Basic
require user pumpkin 
 Then in your home directory, type: 
 pumpkin:~$ htpasswd -c .htpasswd pumpkin 
 This will enable you to secure the directory so that only user pumpkin can enter this directory. Lastly, you
must place the .htaccess file in the directory which is to be password protected. 
 You may want any of the user/password combinations you created in your .htpasswd file to allow access.
Just change 'require user pumpkin' to 'require valid-user' (without the quotes, of course) in .htaccess and any
of the users you created will be able to access the files. 
 Note that you want to store the .htpasswd file in your home directory so it is hidden from others. The one
drawback to putting your .htpasswd file in your home directory is that you will have to slightly lower the
security of your home directory. Go to /home and type chmod +x yourlogin. The web server needs execute
permission on to read the .htpasswd file. 
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